Ricoh eService/One Portal/eUportal
How to re-register and set up 2FA/MFA authentication

1. Go to https://eu.portal.ricoh-europe.com/en/login

2. Please enter your e-mail and press Next button.

Change language:
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Welcome to the Ricoh Portal

To log in, enter your credentials below

Username

3. Enteryour current password and press Verify button.
Welcome to the Ricoh Portal

Enter your e-mail address here |

To log in, enter your credentials below
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Password
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4. Create a new password, it needs to meet the minimum requirements.
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Password requirements.

® At least 8 characters

* Alowercase letter

An uppercase letter

* Anumber

* No parts of your username

Does not include your first name

* Does not include your last name

* Password can't be the same as your last 4 passwords

New password
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Re-enter password
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Change Password



https://eu.portal.ricoh-europe.com/en/login

5. Pressthe button Send me an email

Send a verification email to_ by clicking on "Send me an

email”.

Send me an email

6.

One-time verification code

R leh—Euroie <noreply@ricoh-europe.com>
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Klikk her for & laste ned bilder, Qutlook forhindrer automatisk nedlasting av noen bilder i denne meldingen for & bidra til  verne din private informasjon,

You have requested an email link to sign in to One Ricoh Portal. To finish signing
in, click the button below or enter the provided code.

This link expire: inutes.
Can't use the link? Enter a code instead: [

in5

7. Click the arrow to the top right, and select Logout
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Change Password
Change Language »
Edit Profile

Logout



8. Next time when logging in and system have updated you will be asked to set up
two/multi-factor-authentication, 2FA or also known as MFA.
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Security methods help prot

account by ensuring only you

Required now

= Email

Verify with a link or code sent to your email

Setup

* Authenticator App
Enter a temporary code generated from Authenticator App

Setup

e Okta Verify

Okta Verify is an authenticator app. installed on your phone
or computer, used to prove your identity

Setup

Back to signin

9. E-mail verification: Press set up button for e-mail and follow instruction.

Required now

= Email

Verify with a link or code sent to your email

Setup
10. Check your e-mail inbox

Either click on the “verify Email Address” button or use the Verification code in
the e-mail and the “Enter verification code instead”.

Confirm your email address

Ricoh-Europe <noreply@ricoh-europe.com>
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{aven't received an email? Send again

Hi Simon,

to continue or enter the co

You are receiving this email so we can confirm this email address for your
account. To finish verifying your email address, click the button below or enter

the provided code. Enter Code

O This field cannot be left blank

‘erify Email Address]

Toverty mancaltyenter s cod:

11. Okta Verify authentication app: Please install the Okta Verify app on your device.
Note, check with the policy of your organization to determine if they allow Okta
Verify or not. If not please use another Authenticator app like Google
Authenticator, Microsoft authenticator or other.

0 Okta Verify

Okta Verify is an authenticator app. installed on your phone
or computer, used to prove your identity

Setup



12. On your device open Okta Verify app and add an account (if you already have
Okta and accounts added use the + on the top to add account). Scan the QR
code.

pp from the App

& aevices).

Store® (iPhone® and iPad

Can't scan?

Return to authenticator list

Back to sign in

13. If asked to verify with a code, please check the Okta Verify app and enter the
code in the app to Ricoh eService portal.

14. Authenticator app: This is for another 2FA/MFA authentication app like Google
authenticator, Microsoft authenticator etc.

* Authenticator App

Enter a temporary code generated from Authenticator App
Setup

15. Open desired 2FA/MFA authenticator app and add account, scan the QR code.
For Microsoft Autheticator when adding account choose “other account (Google,
Facebook etc)

Scan QR code

Download and Open the Authenti

App. then press '+ and scan this QR code




16. You will get an account named “myricoh.ricoh-europe.com” added to your
authentication app. Click next on the portal webpage.

17. Ricoh eService portal will then ask to enter a code, open authenticator app and
get a code to enter and press Verify. Tip: if the countdown is very close to end,
wait until timer expire and you will get a new code to use.
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Enter code displayed from application

Enter code

18. Set up complete. Note you may choose only one 2FA/MFA if you want, but you

may also use all 3 variants if you wish.
19. If you have any questions or problems, please contact your local Ricoh call-
center/support for assistance.



